


























Once downloaded, malware continues its trail of destruction—
changing the DNS settings of other computers on the network to
malicious DNS servers, an example of a popular technigue used
frequently in 2008. Or the malware might, in fact, be a worm that
hops from computer to computer on the network.

According to TrendLabs, 57 percent of all infections in 2008 were
Trojans with worms making up 14 percent and file infectors at 13
percent. The remaining 16 percent of infections tracked by Trend
Labs are characterized by Trojan-spyware, backdoor attacks and
others (see Figure 23).
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Figure 24: Top 20 malware by name in 2008

As in years past, the U.S. continues to report the most infections
by far. Next ranks Japan, then Taiwan, then China. Figure 25
shows the number of infections per country in ranked order.

Top Most Infected Countries

1 United States 373,689,902
2 Japan 96,787,968
3 Taiwan 73,517,376

4 | China 30,256,433
5 | Australia 17,692,567

6 | Spain 8,621,550

7 France 8,346,656
8 Germany 4,557,972

9 Canada 3,598,830
10 | Turkey 3,361,939

Figure 25: Most infected countries in 2008

Application Vulnerabilities

Application vulnerabilities continue to harbor malware infections.
The increase in targeted attacks using malicious attachments—
with most of the attachments identified as malicious Microsoft
Office files—making the application suite one of the infection
vectors of choice for cybercriminals. Microsoft Office exploits
allow threats to drop embedded code, which delivers damaging
payloads via backdoor routines and information theft—for
example.

Adobe Reader vulnerabilities, meanwhile, were also served up
different ways in 2008, which may explain their effectiveness.
Exploits were placed in banner ads, as a downloaded payload
from spam claiming to come from the Federal Reserve Bank.

Another attack triggered fake “bluescreens” and compromised
system security. An exploit for Adobe Flash vulnerability was
used to download malicious SWF files in a mass compromise
(see Figure 26).

HTML_DLDR.BF
points to the browser
to malicious URLs
carrying .SWF

files detected as
SWF_DLOADERYVM

SWF_DLOADERYVM
then downloads
files detected as
SWF_DLOADERYVN

SWF_DLOADERYVN
exploits an Adobe
Flash Player
vulnerability to
download files
detected as
TROJ_WIESSY.J and
WORM_OTWYCAL.BO

A legitimate site is
compromised via
SQL injection to
carry a malicious
script detected as
HTML_DLDR.BF

Figure 26: Adobe Flash vulnerability
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& Looking Forward

Predictions for 2009

Amazingly, one in ten web sites is believed to be infected

with malware, spyware, or some other content security threat.®
In addition to the increase in sheer numbers of malware,
advancements in malware technologies are a sure bet as malware
authors continue to develop and release code that aims to avoid
detection and consequent removal. Thus, users will see more
malware families but fewer variants, making it more and more
difficult for security companies to create heuristic patterns to
detect them. The bigger problem is the sheer size and frequency
of updating these pattern files—actually a greater problem than
the malware itself.

The pattern file dilemma is not unigue to any one vendor; rather,
it is an industry-wide problem shared by all. To counteract this
problem, Trend Micro is moving more detection technologies
into the cloud. An example includes Trend Micro's Smart
Protection Network—a cloud-client content security infrastructure
that blocks the latest threats before they reach a user’'s PC

or a company's network. By checking URLs, emails, and files
against threat databases in the cloud, customers have access

to continuous updates wherever they connect—from home,
within the company network, or on the go.

Additional predictions about new and existing threats are
discussed in greater detail below.

Sophisticated blended threats are the new frontier.

Web threats will continue to involve multiple vectors, blending
attacks to avoid detection. These threats will also grow
increasingly sophisticated—employing the latest tricks and
techniques in the coming year, such as DNS Changer, as malware
writers continue to leverage the best tools available. Taking a
page from Storm'’s book, criminals will create new threat models
and architectures in their continuous effort to make a profit.
Expect botnets and attacks similar to the likes of FAKEAV and
MEBROOT to flourish in 2009. Threat models will try to join the
“in-the-cloud” bandwagon and set their eyes to software and
services that offer such features (e.qg., Microsoft Azure).

Social networking sites will grow as targets.

Social networking sites like Facebook, My Space, and Bebo will
become prime targets for malware authors. In 2008, Trend Micro
identified several threats targeting Facebook users such as spam,
worms, and phishing. As social networking sites steadily increase
in visitor traffic, the number of malicious activities will continue
to proliferate. Therefore, users of these community sites should
continue to be wary of messages received, even if supposedly
sent from friends.

For example, a new hacking tool circulating on the Internet allows
malicious users to create fake YouTube pages designed to deliver
malware. The tool, detected by Trend Micro as HKTL_FAKEYOUT
in October features a Spanish-language, user-friendly console
that a hacker could use to create a pair of web pages that look
eerily identical to legitimate YouTube pages (see Figure 27).
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Figure 27: Tool used to create fake YouTube pages

With some crafty social engineering, unsuspecting users may
visit the first of the fake pages, where they discover they cannot
view their video and are told to download an updated version of
Adobe Flash Player or another plugin or codec. A link is handily
provided, and clicking the link leads users to the hacker's file

of choice—usually something malicious. A second fake page
informs users that the video they were trying to view cannot

be shown, making users think nothing has occurred when,

in fact, downloading the supposed plugin imported malware.

Ransomware and ransom attacks will occur in Q3 and Q4.

A rise in ransomware will occur in the second half of the

year, targeting small to medium-sized companies rather than
individual home users. Small to medium-sized companies are
large enough to have money worth extorting, but small enough
that they cannot cope with threats of an IT disaster or large
amounts of downtime. These attacks materialize as distributed



denial of service (DDoS) attacks, which can literally shut down an
e-commerce site, or as encrypted company files. As organizations
tighten their belts during the current financial crisis, ransomware
attacks could cause fragile companies to succumb to criminals

who request massive pay-offs to avoid devastating consequences.

Mac attacks will increase.

As iPhones and iPods continue to proliferate and Mac computers
grow increasingly popular and enjoy increased market share,
the Mac world offers the next frontier for cybercriminals. An
increase in attacks targeting Apple computers will likely occur
in the second half of the year. And the icing on the cake for
malware writers is that the majority of Macs do not arrive

with antivirus applications installed by default, like most
Windows PCs. Recently, Apple suggested that Mac users install
antivirus programs on their systems, creating buzz in the
online community and surprising those who noted Apple's past
advertising about safety from malicious software. Some users
dismissed the announcement as Apple’s admission that Mac

is also susceptible to malware attacks. Rumors spread further
after the antivirus suggestion post was deleted from the Apple
web site.

Ironically, had they not retracted their previous statement,
Apple's concern for users' security would have been perfectly
timed with a recently reported web threat targeting Mac

users. The malware, detected as OSX_JAHLAV.A, is reported

to come from spammed messages and poses as an application
to distribute itself. Links on the spammed message lead to a
site that supposedly contained an enticing video. Instead of
downloading a codec to view the video, users receive malware
instead. In November, Trend Micro reported another new threat
affecting the Mac OS. Detected as OSX_LAMZEV.A, it reportedly
allowed hackers to take control of an infected system.

Conventional spyware is dying while malicious

spyware is thriving.

Spyware and adware have shown a steady decline in recent
years. According to Trend Micro research, 2008 showed a sharp
regression in adware infections—a 500 percent decrease since
2007. A similar trend was observed in spyware with a 400
percent regression in PCs affected by non-malicious spyware.
During this time, however, malicious adware and spyware have
seemingly taken the place of previous innocuous applications,
proving that spyware and adware have not disappeared but
have instead morphed. 2008 showed a 600 percent increase in
Trojan spyware, which usually arrived as part of a blended threat.
Inserting Trojan spyware is often the intention of a blended
threat in an attempt to gather information from compromised
computers, such as login details, account information, and
valuable passwords.

Mobile data is ripe for the picking.

Experts at Trend Micro theorize that although mobile threats
are not yet considered widespread, the potential for growth is
huge. PC-based threats are already appearing on smartphones
and cybercriminals typically are attracted to a large target
population, such as the increasing iPhone user base. Cracked
iPhones are already experiencing trouble in their inability to
receive updates from Apple, making them more susceptible

to malware attacks.

The growth of smartphones and faster data speeds will

also increase the possibility of infection. In all probability,
today's most stubborn malware will reappear on tomorrow's
popular smartphones. Mobile malware will likely to continue
to be a problem outside the U.S. in the short term because

it is more affordable to send text messages in other parts of
the world. (Outside the U.S. only the sender pays for text or
media messages, the receiver is not charged.) However, as
criminals devise ways to make money out of exploiting mobile
technologies, they will grow increasingly vulnerable, especially
as mobile phones and other handheld devices become more
interconnected with their desktop counterparts. Expect more
threats to “cross over” to multiple machines and devices via
common application platforms such as .NET and Java.

Increased collaboration will occur within the security
community.

Not all news is grim. Collaborative efforts to dismantle cyber
gangs are becoming increasingly well planned, coordinated,
and targeted. As people become more fed up with the audacity
of cybercriminals and pockets of identified criminal activity,
community sourced efforts will expose more Bad Actors, such
as the takedown of Atrivo/Intercage and McColo in 2008.
Good news!

Web 2.Uh-Oh is (unfortunately) here to stay.

The glories (and dangers) of Web 2.0 features, technologies,
and culture will continue to haunt users in 2009. Hackers will
continue using technigues that resemble normal code, like
IFRAMES, and will also leverage Internet browsers and other
web-enabled applications (such as Flash and streaming media
players, among others) as infection vectors of choice. The release
of Google Chrome, the upcoming official release of Internet
Explorer 8, and the rise of browser-as-a-platform applications
(e.g., Microsoft Silverlight and Adobe Integrated Runtime) will
serve as new avenues for exploitation.

Alternative operating systems will be hit this year.

Every good thing must come to an end, including the supposed
safety of “alternative” platforms. Threats exploiting bugs on
alternative operating systems will grow, especially with the
increasing popularity of Mac and Linux (the latter because

of the booming Netbook market).
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Microsoft-the eternal target-will continue its legacy of
trouble in 2009.

Malware authors just love to pick on Microsoft and 2009
promises more of the same. Look for malware activity around the
release of Windows 7 as cybercriminals will undoubtedly test any
claims that the new Windows is “virus-free." Proof-of-concept

malware will also exploit Microsoft Surface, Silverlight, and Azure.

Also, cybercriminals will continue to employ a more professional
approach to leverage the exploit window of opportunity of
Microsoft's monthly “Patch Tuesday” schedule, in which
zero-day exploits continue to trouble Microsoft users.

As soon as Windows 64-bit operating systems will become more
popular we can expect 32-bit malware that may stay undetected
by 64-bit virus scanners. This would happen due to the design
of the 32-bit legacy emulation on Windows 64-bit operating
system. Windows 7 is expected to have the same design for
32-bit application emulation.

Social engineering will grow increasingly prevalent and
cleverer.

Cybercriminals will continue to leverage events, celebrities, and
political figures as social engineering bait. U.S. elections-related
malware will continue after the president-elect steps into the
Oval Office in January, while gamers anticipating upcoming
releases of Starcraft 2 and WoW: Wrath of the Lich King should
also be wary. Cybercriminals will also continue to capitalize on
the global financial crisis, playing on the consumer landscape of
thrift by creating economically-themed emails, fake e-coupons,
bogus work-at-home schemes, and other efforts to cash in on
the desire to save money.

Cybergang wars will make headlines.

Security researchers are seeing virus wars, worm wars, and
botnet wars—due to increasing competition for financial gains
from phishing and fraud, as well as the downsizing of criminal
cybergangs, and improvements in security solutions. Look for
growing competition between Eastern Europe and China to
determine which country’s crooks will be the first to include
the latest exploits in their exploit kits.

Virtual worlds will experience more real-world trouble.

Many threats encountered in the real world will also crop up in
the virtual world. Since cybercriminals need large audiences to
perpetrate their crimes, they have begun preying on residents in
virtual worlds and players in online games, particularly in Asia
where these games have become extremely popular. The number
and kind of threats in virtual worlds runs the gamut of human
behavior and can be as innocent as password sharing between
partners, as sophisticated as real estate fraud, and as malicious
as gangs hunting for newbies to kill. Look for virtual threats to
become an even greater problem in 20009.
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Broken DNS issues will continue to create headaches.
Cybercriminals will leverage identified loopholes in the DNS
(domain name system) registry loopholes to perpetrate new
schemes in 2009. According to experts, bad guys are already
using the poisoned DNS cache to create covert communications
channels, bypass security measures, and serve-up malicious
content. Although the security community, including Trend Micro,
is working closely with registries/registrars where possible, this
is an issue that ICANN (Internet Corporation for Assigned Names
and Numbers) must address—the sooner the better.

Unlike the global economy, the underground economy will
continue to flourish.

Cyber crime has become big business and unfortunately, 2009
will witness its continued growth. Increases in info-stealing
malware, geared toward stealing login credentials and banking
and credit card information, will continue to thrive. In addition,
rogue applications are big business in the underground, as well
as malware auction sites. This business will grow, fueled by
competition and price wars beginning to occur between
Chinese malware writers and Eastern Europe coders.

Identity theft will increase worldwide.

The ease with which criminals can buy and sell confidential
information, combined with the fact that few countries have any
laws that address it, will help identify theft continue to impact
unsuspecting victims in 2009. According to the Identity Theft
Research Center (ITRC), reports of data breaches have reached
an all-time high. The total number of reported data breaches
recorded by the ITRC was 47 percent higher than the same

time period in 2007. According to the report, only 2.4 percent

of all breaches had encryption or other protection methods in
place and only 8.5 percent were using password protections.

The report also stated that 82.3 percent of all breaches are
electronic, compared to paper breaches. Predictably, the
financial, banking, and credit industries have remained the most
proactive groups in terms of data protection, as measured over
the past three years. Of all categories, the business category
most needs to enhance and enforce security measures, reporting
the highest number of breaches in 2008, compared to education,
government/military, healthcare, and financial services."®

Spam volumes will continue to grow.

No surprise here—around 115 billion spammed messages are
being sent every day, up from the average 75 billion in 2005 to
2006. Ninety-nine percent of spam comes from compromised
computers, including those with malicious communication to
and from remote users. Spam is all about numbers as the more
spam sent, the greater the chance users will click. Spam will
not go away but it will increasingly employ social engineering
techniques to improve its conversion rates.



) Best Practices—What You Can Do

Home Users
Users are the first line of defense in protecting against malware
attacks. The following tips can help you stay safe in 2009.

Protect your personal information.

» Never disclose personal information in response to an email
request or an online pop-up message. Banks and other
companies never request sensitive, personal information
such as account details and Social Security numbers over
the Internet. They are also unlikely to request you call a
phone number provided in an email to verify information.
Instead refer to phone numbers on your financial statements
or on the back of your credit card and only share credit card
details with reputable online retailers and auction sites. These
organizations typically provide secure internal message centers
or transaction histories to check for important correspondence
and transactions. Avoid using public or shared computers when
accessing financial accounts or conducting online transactions
and exercise caution when using a PC in a wireless hotspot.

Avoid solicitations for donations. Limit online charitable
donations to organizations you know and trust. Common
donation scams include foreign lotteries, the “Nigerian”
email scam, cure-all products, debt relief, and anything
promising an unbelievable return on investment.

Don't talk to (virtual) strangers.

« If you are a virtual world player, never use a login or password
outside of the viewer or authentic web site. Also, keep
passwords and security answers secret from anyone in-world.
If possible, join an in-world quild for safety when first exploring
a new virtual world and read all official site bulletin board
warnings.

Protect your PC from threats.

» Keep security software up to date. Reqularly updated security
software will catch most exploits. For example, products such
as Trend Micro Internet Security Pro or Trend Micro Internet
Security include integrated vulnerability and exploit prevention,
firewalls, and content filtering. Download a free web site
reputation service, such as TrendProtect, to help you avoid
surfing to web pages that feature unwanted content and
hidden threats.

Patch Windows and keep all applications up to date.
Cybercriminals target vulnerabilities in the most popular
applications and operating systems—everything from Internet
Explorer and Quicktime to Adobe Flash Player and Windows.
For this reason, apply security updates not only on operating
systems but to all often-used programs. Also, apply security
updates to third party software, which can act as an attack
vector for malware even when your operating system is fully
patched. Enable automatic updates whenever possible.

+ Disable any default automations. Default settings within
operating systems or applications are the preferred method
for starting or installing malware.

Be cautious when clicking on links and file attachments.

« Click only on links and email attachments from known and
trusted sources. If an email seems suspicious, consider that
a friend’'s email account may have been compromised or
spoofed in a phishing attack. With cybercriminals targeting
many popular social networking sites, you cannot always ensure
that your “friends” are truly sending an email. Run a virus scan
on a suspicious attachment and check the URL with a web
reputation service. Or consider calling the sender by phone
if you are unsure.

+ Avoid clicking on any link displayed as a numeric IP number,
rather than a domain name, as bots often use numeric links
to perform malicious actions.

Browse safely.

+ Disable browser scripting and avoid downloadable widgets
wherever possible. Many web-based attacks use various
scripting languages to run infectious programs in a browser
or use downloadable “widgets” to execute infections locally.

» Download software from trusted web sites only. Free games
and file-sharing software may come bundled with malware. Be
cautious when downloading applications on social networking
sites. The applications may be harmless but may be easily
compromised.

Use PC-related devices with caution.

* Monitor where external devices are used and update all security
software to combat potential threats. Digital picture frames,
iPods and other MP3 players, PDAs, USB sticks, flash drives,
digital cameras—all these devices can harbor malware that can
cripple a home network.

Safeguard mobile devices.

» Lock your mobile phone to prevent data theft or the installation
of spyware or other unscrupulous applications. Also, delete
text messages from unknown senders and download ring tones
and games only from legal, official web sites. If an application
appears to be infected, delete it immediately. Change Bluetooth
settings to “non-discoverable” or “hide" to avoid attempts to
pair or connect with a mobile phone or device propagating a
virus. Also, when using Bluetooth, be careful when accepting
files to avoid possible infections or viruses. If @ mobile phone
becomes infected, turn off all Bluetooth functions so malware
on the phone cannot locate new targets and “reflash” your
device to return it to factory settings.
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Businesses

Because Trend Micro predicts an increasingly complex and
crowded threat landscape in 2009, businesses should observe
the following precautions to avoid new threats and ensure a
safer computing experience for all network users:

Protect proprietary information and safequard computing

assets from threats.

» Ensure security updates are installed for both operating
systems and applications. Activate automatic update features
and apply new updates as soon as they appear to maintain a
secure configuration and remain fully patched with the latest
versioning.

For the enterprise, deploy vulnerability scanning software

on the network then schedule it to run weekly, at a minimum.
Using Microsoft Update instead of the Windows Update
service (which only updates the operating system) ensures
all registered Windows desktop programs remain current.

» Regularly update media play plug-ins such as Windows Media
Player, Apple QuickTime, VLC, Adobe Flash Player, and Adobe
Shockwave.

Safequard browser applications.

+ Deploy the most recent versions of all browser software, such
as Internet Explorer 7.0. For users who prefer Mozilla Firefox,
an add-on called “noscript” protects the browser by allowing
JavaScript, Java, and other executable content to run only
from chosen, trusted domains while guarding against cross-
site scripting attacks (XSS). This helps prevent exploitation
of security vulnerabilities without sacrificing browsing
functionality.

Create workplace policies.

« Clearly dictate security policies regarding data access and
distribute and enforce the policies across the enterprise. For
example, some IT departments prevent unnecessary protocols
from entering the corporate network, such as P2P programs
such as Napster and IRC chat.

+ Develop corporate guidelines that advise against opening
attachments, clicking on malicious email links, and installing
files from unknown companies or organizations.

» Coordinate policies with cross-functional teams that include IT,
purchasing, human resources, and legal departments.
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Educate employees.

» Protect enterprise data by educating users about emerging
threats and their consequences, emphasizing business-specific
outcomes such as a damaged reputation, lost customers, or
regulatory fines.

 Be specific—explain to employees where they may or may not
surf. For example, many employees are unaware that Trojans
and other malware can appear as blog comments and other
code embedded on web pages.

+ Advise employees not to disclose sensitive information when
receiving emails or telephone calls. Boosting safety awareness
is an integral part of a layered protection strategy.

Synch safely.
» Authenticate users and devices before data can be accessed.

» Secure devices against theft and loss, using security procedures
similar to those for laptops.

» Synchronize essential files only to minimize data leakage.

* Recognize that users do not require all data. A solid content
management policy restricts data access, only distributing it
on an as-needed basis.

Install a multi-layered protection strategy.

The constantly evolving web threat landscape creates challenges
to stay up-to-date on every method and mode of protection.

For this reason, Trend Micro Web Threat Protection solutions
provide a multi-layered defense against malware that leverages
the interactive nature of the Internet—protecting the user’s
information at the gateway, in the network, on the endpoint,

and in the Internet cloud before threats reach the desktop.
Trend Micro recommends a multi-layered protection strategy,
which ideally includes the following:

+ Anti-malware protection: Malicious software can be as
damaging as a careless employee or a contractor who leaks
data. For this reason, anti-malware products and services
should be installed on the corporate network and network
devices to prevent malicious software from entering systems.
Examples include Trend Micro Enterprise Security, which
correlates web, email, and file reputation data in real time
and Worry Free Business security, which includes web
threat protection, location awareness features, application
behavior monitoring, and multilayer spam blocking. For large
organizations, Trend Micro offers a Vulnerability Assessment
package, which is used in tandem with the Control Manager to
assess and report on the current network security level and to
identify potential security vulnerabilities.



- Data leak prevention software: Data leak prevention software
prevents leaks by filtering content to determine in real time
whether an employee is working with sensitive data, and if
so, which policy to invoke. For example, Trend Micro provides
LeakProof,™ a software solution that prevents information
leakage by combining endpoint enforcement with highly
accurate fingerprinting called DataDNA™ The anti-leak agent
provides intelligent content filtering and policy enforcement,
and the DataDNA server provides policy management and
violation monitoring. Additionally, locate protections at the
endpoint so data is analyzed on the user's PC or at the server.

* Encryption: Encryption is an essential component of a data
protection strategy and prevents data from falling into the
wrong hands. Encryption will not, however, protect against
authorized insiders who accidentally or intentionally leak data.

» Access controls: Proper access controls provide an important
framework for preventing leaks. Allowing only authorized
personnel to access networks, applications, and systems
reduces information leakage.

» Web security: To counteract malicious banner advertisements,
Trend Micro URL filtering technology classifies and filters
out undesirable web sites, preventing users from accessing
designated web sites via policy enforcement. (Administrators
should therefore block related URLSs.)

* Endpoint Protection: To help protect mobile users on laptops,
consistently update all systems and choose security products
with in-the-cloud updates.

* “In-the-cloud" protection: Because conventional security
solutions no longer adequately protect against the increasing
volume of new threats, content security vendors have been
forced to adopt new threat countermeasures. The most
effective of the new approaches is a next-generation cloud-
client content security infrastructure that blocks the latest
threats before they reach a user's PC or a company's network.
The next generation of web threat protection involves hosted
security solutions “in the cloud,” which provide constantly
updated techniques for intercepting threats before they can
enter a business network. By checking URLs, emails, and files
against threat databases in the cloud, customers have access
to continuous updates wherever they connect—from home,
within the company network, or on the go. The hosting vendor
conducts all updates and maintenance, allowing customers to
leverage the vendor's security expertise.

By incorporating in-the-cloud reputation, scanning, and
correlation technologies, in-the-cloud protection reduces
reliance on conventional pattern file downloads and eliminates
the delays commonly associated with desktop updates.
Businesses benefit from increased network bandwidth,
reduced processing power, and associated cost savings.

At most businesses, security is not a goal in itself, but a means
to accomplish the company's core competency. For this reason,
relying on a trusted third party that continually upgrades

its protection systems makes the most sense. In-the cloud
technologies, like Trend Micro's Smart Protection Network,
incorporate in-the-cloud reputation, scanning, and correlation
technologies to help organizations reduce their reliance on
conventional pattern file downloads and eliminate the delays
commonly associated with desktop updates. Companies benefit
from increased network bandwidth, reduced processing power,
and a faster response against today'’s threats.
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